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Abstract—The development of sensor network software
is challenging due to (a) the emergence at runtime of non-
intuitive component interactions; and (b) the difficulty of
debugging non-reproducible bugs, especially those arising
from timing and scheduling conditions. These features are
inherent to the TinyOS programming model (which involves
wiring off-the-shelf and custom components, to communicate
over interfaces) and thus approaches are needed to increase
both productivity and quality measures of sensornet develop-
ment. The state of the practice involves documenting inter-
face contracts in natural language, so as to write components
that fulfill the expectations of the invoked component (its
preconditions), upon which a guarantee is obtained about the
resulting component state (its postconditions). Experience
has shown that this kind of technical documentation leaves
room for misunderstanding, and thus a more precise format
is required to capture these contracts. Using real-world
examples we show how a rich statechart language (a) can
be used to achieve readable yet more precise formulations
of interface contracts; (b) in the future can also serve
as a basis for automated verification of nesC code (i.e.,
to determine whether such code abides by the contracts
formalized with statecharts). Our case studies build upon
previous work on contract specification for component-based
software, however to our knowledge this is the first time that
an expressive statechart language is systematically used to
capture full-fledged TinyOS behavioral contracts, with an
eye towards the compile-time verification of contracts.

Index Terms—static software analysis, TinyOS, nesC,

I. INTRODUCTION

TinyOS is a component-based system in the sense
that invocations between modules abide by com-
mand and event signatures grouped into interfaces.
From the perspective of the compiler, these inter-
faces are purely syntactic: any conforming sequence
of invocations will be accepted at compile-time,
although its execution might result in a runtime error.
In addition to their definition in source code, another
source of information about interfaces are the TEPs
(TinyOS Enhancement Proposals), which contain,
among others, natural language descriptions of disal-
lowed values for arguments, and restrictions on invo-
cation sequences. An invocation to the send (msg,

len) command in the Send interface will compile
even if null is given as first argument, which is a
poor choice because it will invariably lead to a crash.
Even worse, the technical documentation of Send
does not warn against this. Instead, it contains rules
on what happens if the maximum message size is
exceeded, as well as a number of additional rules that
are non-trivial to check manually by the developer.

Even in those cases where TEPs are complete,
natural language leads quite easily to misunderstand-
ings due to ambiguous interpretations. As a conse-
quence, different implementors of the same interface
may make different assumptions thus compromising
portability of client code. The problems sketched
above also plagued other component-based systems,
leading Bertrand Meyer to put forward Design by
Contract [1].

A. WHAT IS DESIGN BY CONTRACT

Design by Contract enriches the syntactic in-
formation that interfaces provide by adding three
kinds of boolean-valued expressions to each method
signature. These expressions capture preconditions
(i.e., conditions that should hold for an invocation
to succeed), postconditions (i.e., what is guaranteed
upon completion of the invocation), and invariants
(which state what should not change due to the
invocation).

These additional specifications, because of being
machine-checkable, constitute a solid basis for new
bug detection techniques and dispel doubts and avoid
redundancies, resulting in more precise contracts
between modules. In the original proposal by Meyer,
contracts are checked at runtime, as demonstrated for
TinyOS by Archer, Levis, and Regehr [2]. Using this
technique, once a bug has been detectect ingenious
ways have to be employed to report it to the outside
world, e.g., by means of leds to convey the binary
address of the offending instruction.



Nowadays, it is recognized that contracts are
also amenable to static verification techniques, a
kind of software analysis to automatically find
out at compile-time under which execution traces
certain contracts will be broken. One such tech-
nique is model-checking, which conceptualizes ex-
ecutions as trees of states, with root states de-
rived to cover all initial program inputs. In con-
trast to runtime checking, which exercises a few
code paths, a model-checker performs an exhaustive
search (within bounds) of all possible code paths,
thus leading to better coverage at a lower cost
than manual testing in conjunction with runtime
checking.

The coverage achieved by the admittedly finite
analysis of a model-checker is much higher than
testing because states can be manipulated symbol-
ically, and several properties of interest depend on
the shape of an object graph rather than on its
size or concrete attribute values (the “small scope
hypothesis” [3]). For example, the condition “two
lines intersect” can be manipulated without con-
sidering concrete crossing points. Model-checkers
can detect these situations, taking a single state as
representative of all those exhibiting such shape.

Concerning contracts for TinyOS interfaces, the
focus are pre- and postconditions. An interface de-
fines commands and events, so that an interface user
can call commands that were implemented by the
interface provider. In turn, the user has to imple-
ment handlers for the interface’s events. Contracts
in TinyOs are thus bidirectional, meaning that an
interface user has to fulfill the preconditions for
commands, and the postconditions for events.

B. EXAMPLE CONTRACT: SEND INTERFACE

The example in Listing 1 (reproduced from [2])
shows contracts for the command send and the
event sendDone, both part of the Send interface.

The first precondition already rejects null as
packet to send, while its accompanying postcondi-
tion captures the memory ownership violation dis-
cussed later in this paper and other aspects of the
protocol that developers are expected to follow when
using this interface, as defined in TEP 116.

In more detail, the code in Listing 1 per-
forms runtime checking of pre- and postcon-
ditions. In a precondition, the argument to
assume () 1is evaluated, aborting the program
in case it evaluates to false. In a postcondition,
guarantee () plays a similar role. As a whole,
the contract requires keeping track of three states
for the interface (SEND_IDLE, SEND_SENDING,

SEND_CANCELLED) and two states for each mes-
sage (USER_OWNED, OS_OWNED), with transitions
between them taking into account the error code
returned by send (any of EBUSY, SUCCESS, or
FAIL).

Internally, a module providing Send has a single
slot for outgoing packets, which rules out having
more than one pending message on the send queue.
This explains why send cannot be invoked again
until a sendDone notification has been received
from the provider. To enforce this protocol, the
pre- and postconditions for the send command
state when the command can be invoked (i.e., while
in states SEND_IDLE or SEND_CANCELLED) and
which new state is in effect after completion of the
execution of the command. For example, if the start
state is SEND_IDLE and the transmission does not
succeed, SEND_IDLE remains as current state.

error_t send(message_t* msg, uint8_t len) {
error_t retVal;

PRE:
assume (msg != 0x00);
POST:
guarantee (retVal == SUCCESS ||
retvVal == EBUSY |
retVal == FAIL);
if (send_state == SEND_SENDING)
guarantee (retvVal == EBUSY);
if (send_state == SEND_IDLE) {
guarantee (retVal == SUCCESS ||
retVal == FAIL);
if (retVal == SUCCESS) {

msg->msg_state = OS_OWNED;
send_state = SEND_SENDING;
}
} else
guarantee (retVal == EBUSY);
}

void sendDone (message_t* msg, error_t error) {
PRE:

assume (msg != 0x00);
assume (send_state == SEND_SENDING | |
send_state == SEND_CANCELLED) ;
POST:

if (send_state == SEND_CANCELLED)
guarantee (error == ECANCEL);

else if (send_state == SEND_SENDING)
guarantee (error == SUCCESS ||

error == FAIL);

send_state = SEND_IDLE;
msg->msg_state = USER_OWNED;
}

Listing 1. Send.contract

Each message is a pointer to a structure in mem-
ory. Once the Send.send command is invoked
on this message, this memory area should not be
touched. To keep track of the memory ownership
of the message, an extra field is appended to the
message_t structure. When a message is cre-
ated, it is USER_OWNED and through the command
Send.send the ownership is transfered to the
operating system (OS_OWNED). When the message
was sent, the memory area can now be reused by




the user, therefore the ownership is returned to the
user when the Send. sendDone event is signaled.

As can be seen from the example, descriptions of
state transitions can become lengthy. In order to im-
prove their readability, Harel devised the statecharts
notation [4].
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Fig. 1. SendInterfaceStatechart

II. GRAPHICAL REPRESENTATION OF
CONTRACTS

Statecharts [4] improve on the readability of finite
state machines by allowing hierarchy on states and
parallelism on transitions. In a nutshell, besides plain
states and initial pseudo states, so called composite
states are allowed. A (non-empty) composite state
is either a composite or-state or a composite and-
state. Each or-state contains a complete statechart
and when active one of its contained top states is
active. An and-state contains two or more parallel
regions, each of which can again include a whole
statechart. A transition is a relation between two
states. The label of a transition consists of one event/
action sequence. In an event/action sequence, the
symbol / separates the event and action parts, where
the event part names the event that triggers this
transition. An empty name indicates implicit reaction
to a completion event, i.e., this transition is triggered
immediately. The action part consists of a possibly
empty list of statements, separated by semicolons,
which are executed when the transition is taken.

A trace is considered illegal if an event cannot
be handled in an active state, i.e., it iS an error
for an event to be received in a state without any
outgoing transitions labeled with it. Conceptually, a

trace comprises the states that are visited and the
events happening in between.

In this paper and in order to save space, an edge
between two state nodes in a statechart represents
one or more transitions, where the event/action
sequences belonging to each transition are separated
by the symbol |. A statement in the action part may
trigger an event on another statechart, for which the
symbol < is used.

For example, in Figure 1, there is one transi-
tion from the SEND_CANCELLED state to the state
SEND_IDLE with an empty name and as action this
transition triggers the event Send.sendDone_ecancel
( / = Send.sendDone_ecancel).

module MeasTempC {
uses {
interface Boot;
interface Send;
interface Timer<TMilli> as MilliTimer;
interface Packet;
interface Read<uintl6é_t> as TemperatureRead;
interface SplitControl as RadioControl;
}
implementation {
uintl6_t meas_temperature;
msessage_t msgl;

event void Boot.booted() {
call RadioControl.start();
}
event void RadioControl.startDone(...) {
call MilliTimer.startPeriodic (250);
}
event void MilliTimer.fired() {
call TemperatureRead.read();
}
event void TemperatureRead.readDone(...) {
meas_t* meas_payload;
/% here should be checked whether we own msgl
before updating it */
meas_payload = (meas_tx*)call Send.getPayload (&
msgl, sizeof (meas_t));
meas_payload -> temperature = data;
call Send.send(&msgl, sizeof (meas_t));
}
event void Send.sendDone (...) {
/+* here we should record that we’ve recovered
ownership of msgl */

Listing 2. MeasTempC.nc

III. CASE STUDY: MEMORY OWNERSHIP
VIOLATIONS

The application MeasTempC in Listing 2 serves
as a simplified example of a typical sensor read-
ing applications. In this case, temperature is peri-
odically measured for sending over Send, which
relies on the split-interface mechanism for trans-
mitting messages (i.e., invoking the send () com-
mand returns immediately, and once the transmis-
sion of the message completes, a sendDone ()




event is signaled). Ignoring the comments, the
code appears to fulfill its duty. After initializ-
ing the hardware and software, which is signaled
through the event Boot .booted (), the radio is
turned on and a timer is installed with the com-
mand MilliTimer.startPeriodic (). This
timer will periodically signal when a reading pe-
riod starts. In the handler for this timer event the
reading is started, whose completion results in an-
other handler, TemperatureRead.readDone,
being invoked. At this point, a temperature value
is ready for transmission, which we record in a
structure with the assignment: meas_payload
-> temperature = data; The next statement
starts the split-interface for sending over Send.

The problem with MeasTempC is that the
order in which outstanding handlers are
invoked cannot be controlled. Provided that
readings or transmissions have been started, the
following three signals Send.sendDone (),
TemperatureRead.readDone (), and
MilliTimer.fired () can be received in any
order. In particular, two consecutive readDone ()
notifications can be received without an intervening
sendDone (). At the very least, this timing
of signals would lead to losing a temperature
reading. Additionally, the pending transmission
might transmit a corrupt package, because of packet
ownership [5, §3.5.1]:

If the interface user modifies the packet af-
ter passing it to the interface provider, the
packet could be corrupted. For example,
the radio stack might compute a checksum
over the entire packet, then start sending it
out. If the caller modifies the packet after
the checksum has been calculated, then the
data and checksum won’t match up and a
receiver will reject the packet.

As can be seen, the application MeasTempC
may modify a packet (in readDone ()) whose
ownership was acquired by TinyOS in send ()
and not yet released in sendDone (). As in any
other violations of behavioral interface, the compiler
will silently accept the application. In contrast, the
model-checking approach presented next detects this
erroneous program logic at compile-time.

IV. VERIFYING USER PROGRAMS AGAINST
CONTRACTS

The key insight to finding the execution trace
discussed above is to model all components wired
by the user application as a top statechart consisting

of parallel regions within an and-state T. One of
these parallel regions stands for the implementation
of the main component (the “user application”). Ad-
ditionally, for every interface used and for every data
item manipulated by the user application, there exists
a region in 7', representing its status. Interaction
across parallel regions is possible: an event triggered
within one parallel region may cause one or more
transitions to be taken in other region(s).

A. ERRONEOUS TRACE

The statechart in Figure 3 models the user applica-
tion MeasTempC . nc. In the Figure, states represent
points in the execution of MeasTempC.

The initialization of hardware (e.g., Radio) and
software (e.g., Timer) is modeled through the first
four states (INIT HW, WAIT, RADIO, INIT
DONE). To make the diagram less cluttered, the
return values EBUSY and FAIL of the command
RadioControl.start have been omitted.

After initialization, application behavior differs,
before and after the first message transmission re-
quest has been successfully accepted. Accordingly,
two loops appear in Figure 3, differing only in the
self loop (in MAIN respectively NO SUCCESS). The
first loop consists of the states TIMER, READ,
SEND and NO SUCCESS. On the other hand, the so
called main loop consists of the remaining states. In
detail, during the main loop, the Send. sendDone
event (with the error value SUCCESS) can appear,
unlike in the first loop.

The erroneous event sequence leading to an
ownership violation can be summarized as fol-
lows: (a) after arriving at state MAIN in re-
gion MeasTempC, the message just sent has
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Fig. 2.
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Fig. 3.

its region in state OS_OWNED (Figure 2), and
sendDone has not been signalled yet; (b) Af-
ter another temperature reading has been per-
formed (i.e., the events MilliTimerFired and
TemperatureRead.read_success have been
consumed) the current state is READ 2. At this
point, in transitioning to SEND 2, (c) the event trig-
gered (msg.change) cannot be processed in state
OS_OWNED in region msg (msg.getPayload
could also not have been processed). This execution
should not happen, as [5, §3.5.1] forbids it.

As hinted by the comments in Listing 2, the just
described error can be avoided by keeping track in
a boolean variable packetOSOwned of whether
updates can be performed or not.

V. RELATED WORK

Model-checking of nesC code has been the focus
of several projects reported in the literature, covering
a range of areas: radio-link modeling [6], commu-
nication protocols [7], and security properties [8],
among others. Most of these works focus on the
distributed scenario, where a correct implementa-
tion comprises several motes cooperating to achieve
some goal. Properties of interest are the absence of

MeasTempC Statechart

deadlock, that flooding messages reach all motes,
and so on.

Checking the correctness of API usages was ad-
dressed first by Archer et al. [2] using a version
of TinyOS extended with pre- and postconditions
for runtime checking. Basu et al. [9] use BIP to
model-check a motes network by composing compo-
nents representing the user application (with annota-
tions for model-checking), the operating system, and
radio-links. Properties related to timing are verified
(e.g., timer interrupts arriving while task processing
is still going on).

More recently, static analysis techniques other
than model-checking have been applied to nesC,
e.g., Mclnnes [10] uses the process algebra CSP to
model TinyOS scheduling and preemption mecha-
nisms, which allows detecting state violations (e.g.,
trying to transmit a second sensor reading before
transmission of the first has completed, which our
approach also detects).

Bucur and Kwiatkowska [11] extend the SAT-
based encoding of ANSI C performed by SATABS to
model TinyOS system calls. Subsequently, concur-
rency errors due to unexpected interleavings can be
detected, as well as a number of additional abnormal



conditions (network failure, interface use, sensor
failure).

VI. FUTURE WORK

The case study reported in this paper shows the
feasibility and advantages associated to applying
verification techniques early in the software devel-
opment process. As future work, two next steps are
(a) preparing behavioral contracts for all TinyOS
interfaces; and (b) automating the verification of
TinyOS user programs, by making such verification
part of the normal build process.

One candidate engine for accomplishing (b) above
is the SMUML [12] tooling for statechart verifi-
cation. SMUML accepts a large subset of UML2
statecharts including an expressive action language,
and uses two model-checkers as backends (SPIN
and nuSMV). These tools automate the approach
described in this paper, provided that statecharts have
been recovered from nesC, a task requiring nesC
software analysis.

In order to provide automated analyses for nesC,
an additional software component is needed: we plan
to customize a front-end for the nesC compiler. For
this, a more general C-processing tool, CIL [13], is
useful. The customizations will take care of parsing
and reformulating nesC-specific syntax into plain C,
after which CIL proper takes over.

VII. CONCLUSIONS

The kind of bugs reported in the case study of
this paper is not new. However, manually applying
the coding idioms required to avoid those errors
is taxing and unforgiving. Our approach improves
productivity and quality in TinyOS development by
warning about erroneous program logic at compile-
time.

As new capabilities are added to TinyOS (e.g.,
threads) exploiting them to their fullest will require
improved verification techniques. In retrospect, the
difficulties in applying such techniques to nesC
emphasize the need for designing languages and
libraries from the start with verification in mind.
We would like to see therefore more input from the

verification community addressing language design
aspects for sensor networks, in addition to address-
ing existing programming models.
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