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Many software-engineering activities—in particular for assessing ar improving software quality—start out as analytical problem- a testing technique, for
example, might require an undemandmg uﬂhe control ﬂuw of software; a verification task might require knowledge of the state space; refactoring might need
an ur 1g of the intended d : and 1 might depend on a good approximation of the call graph. It is therefore crucial to have
analytical methods available that can extract the desired information about a software system. and ideally can do so automatically.

In this course, we discuss the classical techniques of static program analysis. We will study the core ideas and their theoretical underpinnings, and see
their workings in practical software-engineering settings. with a particular focus on testing. If you are a practitioner or future software engineer, or have for
some other reason been faced with questions like "When can | stop testing?”, *Is my model good enough?”, or "Have | now inadvertently changed the
program?”, this course might be of interest to you. The course also provides a good preparation for a variety of advanced courses in the field of software
engineering.
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example, special-purpose hardware or redundant hardware. Software-implemented Hardware Fault Tolerance (SIHFT) is a recent design paradigm for
detecting and possibly cormecting thase hardware faults solely by means of software. SIHFT techniques can therefore provide a cost-efficient alternative for
safety-critical systems in various application areas. including the automotive and telecommunication domain_ In this seminar, we will get an overview of the
major techniques known today.

Topics
* Basic Terminology

* Hardening Data

* Hardening the Control Flaw
* Fault Tolerance

* Fault Injection

See "Literature” for the accompanying textbook by Goloubeva et al. This textbook is on-line available within the TUHH intranet.
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CHAPTER 1:

Introduction

.
Why “Learn” ?

» Machine learning is programming computers to
optimize a performance criterion using example
data or past experience.

» There is no need to “learn” to calculate payroll

» Learning is used when:
1 Human expertise does not exist (navigating on Mars),
1 Humans are unable to explain their expertise (speech
recognition)
1 Solution changes in time (routing on a computer network)
1 Solution needs to be adapted to particular cases (user
biometrics)
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Learning general models from a data of particular
examples

Data is cheap and abundant (data warehouses, data
marts); knowledge is expensive and scarce.
Example in retail: Customer transactions to
consumer behavior:

People who bought “Da Vinci Code” also bought “The Five

People You Meet in Heaven” (www.amazon.com)
Build a model that is

to the data.
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Market basket analysis, Customer
relationship management (CRM)

Credit scoring, fraud detection
Optimization, troubleshooting
Medical diagnosis

Quality of service
optimization

Motifs, alignment
Search engines
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Optimize a performance criterion using example
data or past experience.

Role of Statistics: Building mathematical models,
core task is inference from a sample

Role of Computer science: Efficient algorithms to
Solve the optimization problem

Representing and evaluating the model for
inference
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Learning Associations

Supervised Learning
Classification
Regression

Unsupervised Learning
Reinforcement Learning
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Basket analysis:
P (Y| X) probability that somebody who buys X
also buys Y where X and Y are products/services.

Example: P ( chips | beer ) = 0.7
If we know more about customers or make a
distinction among them:

PX|Y,D)

where D is the customer profile (age, gender, martial
status, ...)

In case of a Web portal, items correspond to links to be
shown/prepared/downloaded in advance

11
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Aka Pattern recognition
Different handwriting styles.
Pose, lighting, occlusion (glasses, beard),
make-up, hair style
Temporal dependency.
Use of a dictionary or the syntax of the language.

Sensor fusion: Combine multiple modalities; eg, visual (lip image)
and acoustic for speech

From symptoms to illnesses
From signals to “states” of thought

13
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l.-
Face Recognition

Training examples of a person
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Figure 4.11: Segmentation and feature results for varying M

AT&T Laboratories, Cambridge UK
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Example Pattern Recognition.;
Speech Recognition

SPEECH "
RECOGNITION  SPEECH-AVIARE
UsER MCROPHONE  SOUND CARD ENGINE APPLICATION
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User speaks into Mcrophone captures Sound card Speech recognition Application

the microphone. sound waves and conwerts engine coverts processes
generates electical  acoustical signal digital signal to words a5 text
irpulses to digtal signal. phonemes, then input.
wordls.
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EEG electrodes reading brain waves: Rotation task, left brain

50 100 150 200

Rotation task, )
Counting task

right brain

Froqfom 4 fo 62
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Airendcog to a rseerhcaer at Chiardmge Urensvitly, it dsoen't mtetar in
waht oderr the letrtes in a wrod are, the olny 1pnaotmrt tihng 1s taht the
fsrit and Isat lteter be at the rgiht plcae. The rset can be a toatl mses and
you can slitl raed it wutohit porlebm. Tehy spectluae taht tihs 1s
bseuace the hmaun mnid deos not raed erevy leettr by iesltf but the
wrod as a whloe. Wtehehr tihs is ture or not 1s a ponit of deabte.

Clearly, the brain has learned syntax and semantics of
language, including contextual dependencies, to make sense of
of this

Here’s a web page where you can create your own
jumbled text: http://www.stevesachs.com/jumbler.cgi

19
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Example: Price of a
used car

X : car attributes

y : price
y=g(kxl|0)

g () model,

0 parameters

y: price

x: milage

20
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Use the rule to predict
the output for future inputs
The rule is easy to
understand
The rule is simpler than the data it
explains
Exceptions that are not covered
by the rule, e.g., fraud

21
Lecture Notes for E Alpaydin 2004 Introduction to Machine Learning © The MIT Press (V1.1)

Learning “what normally happens”

No output (we do not know the right answer)
Clustering: Grouping similar instances
Example applications

Customer segmentation in CRM

Company may have different marketing approaches for different
groupings of customers

Image compression: Color quantization

Instead of using 24 bits to represent 16 million colors, reduce to 6
bits and 64 colors, if the image only uses those 64 colors

Bioinformatics: Learning motifs
Document Classification in unknown Domains.

22
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Learning a policy: A of actions/outputs
No supervised output but delayed reward

Credit assignment problem

Game playing

Robot in a maze

Multiple agents, partial observability, ...

23
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“Sorting incoming Fish on a conveyor according to
species using optical sensing”

Sea bass
Species —
\ Salmon

24
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Problem Analysis

Set up a camera and take some sample images to extract
features

Length

Lightness

Width

Number and shape of fins
Position of the mouth, etc...

This is the set of all suggested features to explore for use in our
classifier!

25
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Preprocessing

Use a segmentation operation to isolate fishes from one another
and from the background

Information from a single fish is sent to a feature
extractor whose purpose is to reduce the data by
measuring certain features

The features are passed to a classifier

26
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I Preprocessing I

A

| Feature extraction |

v
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I Classification I

Classification

Now we need (expert) information to find features that
enables us to distinguish the species.

“Select the length of the fish as a possible feature for
discrimination”

28
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The length is a poor feature alone!
- Cost of decision
Select the lightness as a possible feature.
30
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Threshold decision boundary and cost relationship

Move our decision boundary toward smaller values of lightness
in order to minimize the cost (reduce the number of sea bass
that are classified salmon!)

Task of decision theory

32
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Adopt the lightness and add the width of the fish

Fish .; X =[x, x,]

/N

Lightness Width
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We might add other features that are not correlated with
the ones we already have. A precaution should be taken

not to reduce the performance by adding such “noisy

features”

Ideally, the best decision boundary should be the one

which provides an optimal performance such as in the

following figure:

35
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However, our satisfaction is premature because the
central aim of designing a classifier is to correctly

classify novel input

Issue of generalization!
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CRISP-DM

CRoss-Industry Standard Process
for Data Mining

STONY
BRENSK

STATE UNIVERSITY OF NEW YORK

39
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CRISP (Cross-Industry Standard Process)
It is an iterative process with phase dependencies
IT consists of six (6) phases:
see
;J‘_) - www.crisp-dm.org
L-I:nerstandm (_‘M for more
~ . .
information
Preparation
1L
3
40
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Cross-industry standard developed in 1996

Analysts from SPSS/ISL, NCR, Daimler-Benz, OHRA
Funding from European Commission
Important Characteristics:

Non-proprietary

Application/Industry neutral

Tool neutral

General problem-solving process

Process with six phases but missing:
Saving results and updating the model

41
Lecture Notes for E Alpaydin 2004 Introduction to Machine Learning © The MIT Press (V1.1)

Business Understanding
Understand project objectives and requirements
Formulation of a data mining problem definition
Data Understanding
Data collection
Evaluate the quality of the data
Perform exploratory data analysis
Data Preparation
Clean, prepare, integrate, and transform the data
Select appropriate attributes and variables

42
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1. Business Understanding Phase

DaimlerChrysler’s objectives are to reduce costs associated with warranty claims and im-
prove customer satisfaction. Through conversations with plant engineers, who are the technical
experts in vehicle manufacturing, the researchers are able to formulate specific business prob-
lems, such as the following:

* Are there interdependencies among warranty claims?
* Are past warranty claims associated with similar claims in the future?

# Is there an association between a certain type of claim and a particular garage?

The plan is te apply appropriate data mining techniques to try to uncover these and other
possible associations.

2. Data Understanding Phase

The researchers make use of DaimlerChrysler’s Quality Information System (QUIS), which
contains information on over 7 million vehicles and is about 40 gigabytes in size. QUIS
contains production details about how and where a particular vehicle was constructed, including
an average of 30 or more sales codes for each vehicle. QUIS also includes warranty claim
information, which the garage supplies, in the form of one of more than 5000 possible potential
causes.

The researchers stressed the fact that the database was entirely unintelligible to domain
nonexperts: “So experts from different departments had to be located and consulted; in brief a
task that turned out to be rather costly”” They emphasize that analysts should not underestimate
the importance, difficulty, and potential cost of this early phase of the data mining process, and
that shoricuts here may lead to expensive reiterations of the process downstream

3. Data Preparation Phase

The researchers found that although relational, the QUIS database had limited SQL access
They needed to select the cases and variables of interest manually. and then manually derive
new variables that could be used for the modeling phase. For example, the variable number of
days from selling date wuniil first claim had to be derived from the appropriate date attributes.
They then tumed to proprictary data mining software, which had been used at
DraimlerChrysler on earlier projects. Here they ran into a common roadblock—that the data
format requirements varied from algorithm to algorithm. The result was further exhaustive pre-
processing of the data, to transform the attributes into a form usable for model algorithms. The 43

Lectt researchers mention that the data preparation phase took much longer than they had planned.

Modeling
Select and apply appropriate modeling techniques
Calibrate model parameters to optimize results
If necessary, return to data preparation phase to satisfy
model's data format
Evaluation
Determine if model satisfies objectives set in phase 1
Identify business issues that have not been addressed
Deployment
Organize and present the model to the “user”
Put model into practice
Set up for continuous mining of the data

44
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4. Modeling Phase

Since the overall business problem from phase | was to investigate dependence among the war-
ranty claims, the researchers chose to apply the following techniques: (1) Bayesian networks
and {2} association rules. Bayesian networks model uncertainty by explicitly representing the
conditional dependencies among various components, thus providing a graphical visualization
of the dependency relationships among the components. As such, Bayesian networks represent
a natural choice for modeling dependence among warranty claims. The mining of association
rules is covered in Chapter 10. Association rules are also a natural way to investigate depen-
dence among warranty claims since the confidence measure represents a type of conditional
probability, similar to Bayesian networks.

The details of the results are confidential, but we can get a general idea of the type of
dependencies uncovered by the models. One insight the researchers uncovered was that a
articular combination of construction specifications doubles the probability of encountering
an automohile electrical cable problem. DaimlerChrysler engineers have begun to investigate
ow this combination of factors can result in an increase in cable problems.

arc] T T : ToErt
type than did other garages. Their association rule results showed that, indeed, the confidence
levels for the rule “If garage X, then cable problem.” varied considerably from garage to garage.
They state that further investigation is warranted to reveal the reasons for the disparity.

5. Evaluation Phase

The researchers were disappointed that the support for sequential-type association rules was
Telatively st thos prechuding gereratizationof-theresutts i theroprmon. Cveratt, mfact;
the researchers state: “In fact, we did not find any rule that our domain experts would judge
as interesting, at least at first sight” According to this criterion, then, the models were found
to be lacking in effectiveness and to fall short of the objectives set for them in the business
understanding phase. To account for this, the researchers point to the “legacy” structure of the
database, for which automobile parts were categorized by garages and factories for historic or
technical reasons and not designed for datamining. They suggest adapting and redesigning the
database to make it more amenable to knowledge discovery.

6. Deployment Phase

The reszarchers have identified the foregoing project as a pilot project, and as such, do notintend

to deploy any large-scale models from this first iteration. After the pilot project, however, they

have applied the lessons learned fram this project, with the goal of integrating their methods

with the existing information technology environment at DaimlerChrysler. To further support

the original goal of lowering claims costs, they intend to develop an intranet offering mining 45
L capability of QUIS for all corporate employees. 1)

Fallacy 1: There are data mining tools that

automatically find the answers to our problem
Reality: There are no automatic tools that will solve your
problems “while you wait”

Fallacy 2: The DM process require little human

intervention

Reality: The DM process require human intervention in all
its phases, including updating and evaluating the model by
human experts

Fallacy 3: Data mining have a quick ROI

Reality: It depends on the startup costs, personnel costs,
data source costs, and so on

46
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Fallacy 4: DM tools are easy to use

Reality: Analysts must be familiar with the model
Fallacy 5: DM will identify the causes to the business
problem

Reality: DM tool only identify patterns in your data,
analysts must identify the cause

Fallacy 6: Data mining will clean up a data
repository automatically

Reality: Sequence of transformation tasks must be defined
by an analysts during early DM phases

* Fallacies described by Jen Que Louie, President of Nautilus Systems, Inc.

47
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Problems suitable for Data Mining:
Require to discover knowledge to make right decisions
Current solutions are not adequate
Expected high-payoff for the right decisions
Have accessible, sufficient, and relevant data
Have a changing environment

IMPORTANT:
ENSURE privacy if personal data is used!
Not every data mining application is successful!

48
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Regression

Decision Tree

m_, Neural Network

Association Rules

Model

Data Mining Method

- But it is not easy

- Real-world is complicate
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Cluster Analysis (tasks: clustering)

Association Rules (tasks: association)

Decision trees (tasks: prediction, classification)

Neural networks (tasks: prediction, classification)

K-nearest neighbor (tasks: prediction, classification,

clustering)

Regression analysis (task: estimation, prediction)
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CHAPTER 2:

Supervised Learning

.
Learning a Class from Examples

» Class C of a “family car”
O Prediction: Is car x a family car?

O Knowledge extraction: What do people expect
from a family car?

= Output:

Positive (+) and negative (-) examples
= Input representation:

X,: price, x, : engine power

52
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(p, < price <p,) AND (e, <engine power<e,)
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" —
Hypothesis class HH

5 M 1if h classifies x as positive
z h(x)=4 - .
& 0 if h classifies x as negative
g r
L%n False positive
S h S o _
e, c False negative
i S
S
e
. Error of hon H
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i
S, G, and the Version Space

most specific hypothesis, S

most general hypothesis, G

x_: Engine power

2

he H, between S and G is
consistent

Y and make up the
a version Space

. s s 5 (Mitchell, 1997)

56
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How many training examples N should we have, such that
with 1-3§, hhas e?

(Blumer et al., 1989)

Upper bound for each strip should be ¢/4
> 4(e/4) = ¢

Pr that we miss one strip 1-¢/4

Pr that N instances miss one strip (1 — ¢/4)N I "
Pr that N instances miss 4 strips 4(1 — ¢/4)N
4(1 —{/4)Ns duse (1 —x)< ex=exp(—x) | s &

i
o

0]

4exp(- eN/4) <& and N > (4/¢)log(4/5)
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Use the simpler one because
Simpler to use =4
(lower computational L
complexity)
Easier to train (lower h, @
space complexity) L © ® ! 5
Easier to explain ® f ’ o
(more interpretable) M e
Generalizes better (lower i ® 5
variance - Occam’s razor) =)
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Sports car

s A
& reject
o
1
O L
O
L ]

Family car

X ={x",r'}¥,

. Jlifx'eC
"Toifx"eCy g i

Train hypotheses
h(x), i=1,...,.K:

Luxury sedan

h(X[)— lierEC,
Toitx ey #i

\)

Price
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N
— t t T T
X = {x ,r },:1 !
D e e N s I 4
re3R
_ 2
Sgx) = wx* + wx +w,
or
Z x'r'=xrN
S S OSSP S PSP NP RSP PS ST SEP PP PIY
w, =
1 N2 -2
Z (x')"=Nx
1
_ _ x: milage
Wy =r—wx
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Learning is an data is not
sufficient to find a unique solution

The need for assumptions about H
How well a model performs on new

data

Overfitting: H more complex than C or f

Underfitting: 7 less complex than C or f
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There is a trade-off between three factors
(Dietterich, 2003):

Complexity of H, ¢ (H),

Training set size, N,

Generalization error, E, on new data
As NT, El
As ¢ (H)T, first El and then ET
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To estimate generalization error, we need data
unseen during training. We split the data as

Training set (50%)

Validation set (25%)

Test (publication) set (25%)
Resampling when there is few data
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Friday, 8.30 - 9.20, Harburger SchloBstr., 215
Friday, 9.45 - 10.30, SBS 25, HD.03
Tuesday,8.20 - 9.20, Harburger Schlofstr., 215
Monday,3.30 - 9.30, Harburger Schlofstr., 215
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