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Introductional Example

TLAT* : Informal Introduction

Example 1.1 (an hour clock)

| MODULE HourClock

EXTENDS Naturals
VARIABLE hr

HCini = hre(0.23)
HCnxt = hr' =1F hr = 23 THEN 0 ELSE /r+ |
HCsafe 2 HCini AO [HCnxt]

|

THEOREM HCsafe = OHCini
|




Explanation

The module HourClock contains declarations and definitions
e /ir astate variable
e HCini astate predicate

HCnxt an action (built from Ar and Ar')

HCsafe atemporal formula specifying that
— the initial state satisfies HCini

— every transition satisfies HCnxt or leaves hr unchanged

Module HourClock also asserts a theorem: HCsafe = OHCini

This invariant can be verified using TLC, the TLA™ model checker.

Note:
e the hour clock may eventually stop ticking

e it must not fail in any other way

Structure

A TLA formula Init AO[Next],

specifies the initial states and the allowed transitions of a system.

It allows for transitions that do not change v: stuttering transitions.

Infinite stuttering can be excluded by asserting fairness conditions.

For example,

1=

HC HCini ANO[HCnxt]pr N WE, (HCnxr)

specifies an hour clock that never stops ticking.




Fairness

Fairness conditions assert that some action A occurs eventually
— provided it is “sufficiently often™ enabled.

Two standard interpretations of “sufficiently often™:
weak fairness. A occurs eventually if it is persistently enabled after some point

strong fairness. A occurs eventually if it is infinitely often enabled after some point

Note: strong fairness is strictly stronger than weak fairness

An action can be infinitely often enabled without being persistently enabled.

Identifying adequate fairness conditions for a system is often non-trivial.

Specifications

Most TLA system specifications are of the form

Init A O[Next], A L

Init : state formula describing the initial state(s)

Next : action formula formalizing the transition relation

— usually a disjunction A; V...V A, of possible actions (events) A;

L : temporal formula asserting liveness conditions

— usually a conjunction WF.(A;) A...ASF.(A;j) of fairness conditions

TLA system specifications formalize fair transition systems.




TLA

¢ uniform language : transition system and properties represented as formulas

o mathematical abstraction : basis for description and analysis of reactive and
distributed systems

e logical connectives express structural concepts (composition, refinement, hiding)

e avoid temporal logic : first-order proof obligations whenever possible

Keep it as simple as possible, but no simpler

Anatomy of TLA

TLA defines two levels of syntax: action formulas and temporal formulas.
e action formulas describe states and state transitions

o temporal formulas describe state sequences

Formally, assume given:
e a first-order signature (function and predicate symbols),

e disjoint sets X, and Xy of rigid and flexible (or state) variables.

Rigid variables denote values as in first-order logic.

Flexible variables represent state components (program variables).




Action formulas are evaluated over pairs of states

They are ordinary first-order formulas built from
e rigid variables x € X,
o (unprimed) flexible variables v € X, and

e primed flexible variables v/ for v € X7.
Examples: /r € (0.23), ' =hr+1, Fk:n+m' <3k, ...

Terms are called transition functions, formulas transition predicates or actions.

Action formulas without free primed variables are called srate formulas.

Actions are not primitive in TLA!

Notations (for action formulas)

e For a state formula ¢, write ¢’ for the action formula obtained by “priming™ all
free flexible variables (rename bound variables as necessary).

V41
Ixcn =x+m'

Examples: (v+1)
(Ax:n=x+m)
(I :n=n"+m)

Inp:n’ =np+n'

e For an action A and a state function 7 write

[AL' = A\\/I,:T
(A, = An=({=1)
Note: (A), = —[-4], -(A)y = [-Al
Al = (A AL = (A




e For an action A define the state formula (!)
ENABLEDA = Iv),...,V) :A
where V], ..., v/, are all free primed flexible variables in A.

ENABLED A holds at s iff there is some state  such that A holds of (s, 1).

e For two actions A and B define
A-B = VAN v Vi fv] ABDY VL Vit /v
A - B holds of (s,7) iff for some state u, A holds of (s,u«) and B of (u.1).

[t represents the sequential composition of A and B as a single atomic action.

-
Notations (for temporal formulas)
e If Fis atemporal formula then <F (“eventually F”, “finally F ) abbreviates

CF = —0-F : 6,5=<F iff 6[n.].§ =F forsomen e N

e Similarly we define < (A), (“eventually angle A subt”)

Oy, = -O[Al 1 6,E = OA), iff [(A)],,,,, = ttforsome n € N

e F~s G (“F leads to G”) is defined as
F~G = O(F = <©G)

It asserts that every suffix satisfying £’ is followed by some suffix satisfying G.
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Representing fairness in TLA
Recall definitions of weak and strong fairness conditions:

e A run is weakly fair for some action A iff A occurs infinitely often provided that
it is eventually always enabled.

e A run is strongly fair for some action A iff A occurs infinitely often provided that
it is infinitely often enabled.
For actions (A}, this can be written in TLA:
WF,(A) = <OENABLED (A); = O0(A),
SF/(A) = OCENABLED (A); = OC(A),
Equivalent conditions:

WF;(A) = OC—ENABLED (A),v OO (A), SF,(A) = CO-ENABLED (A), vOO(A),
WF,(A) = O(OENABLED (4), = $(A),) SF,(A) = O(OCENABLED (A), = <{(A),)

Stuttering invariance
Actions in TLA formulas must be “guarded” : 0[A],, ¢{A),

These formulas allow for finitely many state repetitions, and this observation extends
to arbitrary TLA formulas.

Definition 3.4 Stuttering equivalence (~) is the smallest equivalence relation that
identifies behaviors

5051+ SpSpe18pe2 ... and  SpS| . 5,SSy 1Sy

Theorem 3.5 For any TLA formula F and stuttering equivalent behaviors ¢ ~ 7 :

c.EEF iff TEEF

TLA formulas cannot distinguish stuttering equivalent behaviors.




Verification

Deductive verification in TLA

Systems as well as properties are represented as TLA formulas.

System described by Spec satisfies property Prop
iff
Prop holds of every run of Spec
iff

formula Spec = Prop is valid : = Spec = Prop

System verification reduces to provability of TLA formulas.

Next: verification rules for standard correctness properties

Deductive Verification

Invariants

formulas Of for state predicate /
e characterize the set of reachable states of a system
e express intuitive correctness of algorithm

e basis for proving more advanced properties

I ANext =1 InV =v=1T

Basic proof rule: (INV1)
I AO[Next], = Ol

Justification:
e hypothesis ensures that every transition (stuttering or not) preserves [

e thus, if J holds initially, it will hold throughout the run

IA[Ny A A NEy = T

Generalization: (INV1,,)
IAQ[N ]y AL AD[Ng), = Of




Example

Example . (invariant for the hour clock, see example 1.1)

‘ MODULE HourClock ‘

EXTENDS Naturals
VARIABLE hr

HCini £ hre(0.23)
HCnxt 2 he' =1F hr = 23 THEN 0 ELSE hr + 1
HC 2 HCini A O[HCnxt)y, N WEy,.(HCnxr)

Prove HC = OHCini: by (INVI1) and propositional logic, it suffices to show

hr € (0.23)"HCnxt = hr' €(0..23)
hr e (0.23)ANh' =hr = hr' €(0..23)

Both implications are clearly valid.

TLC

Algorithmic verification

Interactive theorem provers can assist deductive system verification.

© applicable in principle to arbitrary TLA specifications

@ tedious to apply, needs much expertise

Finite-state models can be analyzed using state-space exploration
by running the TLA* model checker TLC.

The model is defined by a TLA* specification and a configuration file:

SPECIFICATION HC
INVARIANT HCini
PROPERTY HClive




Output of TLC

TLC Version 2.0 of Mar 17, 2004
Model-checking
Parsing file HourClock.tla
Parsing file /.../Naturals.tla
Semantic processing of module Naturals
Semantic processing of module HourClock
Implied-temporal checking-satisfiability problem has 1 branches.
Finished computing initial states: 24 distinct states generated.
- - Checking temporal properties for the complete state space...
Model checking completed. No error has been found.
Estimates of the probability that TLC did not check all reachable states
because two distinct states had the same fingerprint:
calculated (optimistic): 3.122502256758253E-17
based on the actual fingerprints: 6.063116922924556E-18
48 states generated, 24 distinct states found, 0 states left on queue.

The depth of the complete state graph search is 1.

Comments

Syntactic restrictions for TLC

e TLC must be able to compute initial and successor states:

— Action formulas are evaluated “from left to right™.

— The first occurrence of a primed flexible variables must be an “assignment”
X=e or i €S where S evaluates to a finite set

— All flexible variables must be “assigned™ some value.

— Quantifiers must range over finite sets: Yxe S: P, dxre S:P
e Analogous conditions apply to the initial state predicate.

e Module parameters must be instantiated by finite sets.

See Lamport’s book for a detailed description.
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The Language TLA+

Specifying Data in TLA+

Every TLA* value is a set — cf, set-theoretical foundations of mathematics (ZFC)

From a logical perspective, the language of TLA* contains

e the binary predicate symbol €

(actually, TLA* also considers functions as primitive — see later)

¢ and the term formation operator CHOOSE x: P (ak.a. Hilbert's e-operator)

that denotes some (arbitrary, but fixed) value satisfying P if such a value exists
— and any value otherwise
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Choice

Choice vs. non-determinism
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Functional values in TLA+

Recursion
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Modules in TLA+

Principle of unigue names
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Module Instantiation

Case study: a resource allocator

07
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A first solution

A first solution ...

o/
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A first solution ...
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Checking some properties with TLC

01
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The specification SimpleAllocator is wrong.
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The specication SimpleAllocator is wrong.
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Second solution
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Second solution ...
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Second solution ...
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Second solution ...
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Second solution ...

Second solution ...

1/
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Comment
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Summary of case study
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Conclusion
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Conclusion
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Example and Software
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