SPIN

SPIN (= Simple Promela Interpreter)

= is a tool for analysing the logical consistency
of concurrent systems, specifically of data
communication protocols.

= state-of-the-art model checker,
used by >5000 users

= concurrent systems are described in
the modelling language called Promela.
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Documentation

* SPIN’s starting page: New book on SPIN (Sep. 2003):

T Gerard J. Holzmann
http://spinroot.com .
« Basic SPIN manual The Spin Model Checker

Primer and Reference Manual

= Getting started with Xspin Addison Wesley
= Getting started with SPIN [ I e E e R e
describes SPIN up to version 4.0

= Examples and Exercises
= Concise Promela Reference (by Rob Gerth)
= Proceedings of all ten SPIN Workshops

* Gerard Holzmann’s website for papers on SPIN:
http://spinroot.com/gerard/

* SPIN version 1.0 is described in [Holzmann 1991].

Available in PDF format from www spinroot.com.
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Promela

Promela (= Protocol/Process Meta Language)
= specification language to model finite-state systems
» |oosely based on CSP
»dynamic creation of concurrent processes
» communication via message channels can be
- synchronous (i.e. rendezvous), or
— asynchronous (i.e. buffered)
» features from Dijkstra’s guarded command language
» features from the programming language C

Promela is a modelling language,
not a programming language!
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Promela Model

* A Promela model consists of:

mtype, constants,
. / typedefs (records)
type declarations

chan ch = [dim] of {fype, ...

asynchronous: dim=0
rendez-vous: dim==10

channel declarations

global variable declarations — | = Simple vars

- structured vars
. - vars can be accessed
= process declarations by all processes
= [init process] behaviour of the processes:

local variables + statements

™~

Initialises vanables and
starts processes
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Process

* A process type (proctype) consist of

= 3a name
= a list of formal parameters
= |ocal variable declarations

= bod
Y name _A_,o'_ formal parameters

proctype Sender (chan in; chan out) {
bit sndB, rcvB; )
! ~— local variables

do
:: out ! MSG, sndB ->

in ? ACK, rcvB;

bo if
o8 :: sndB =— rcvB -> sndB = l1-sndB
:: else -> skip
o fi The body consists of a
} sequence of statements.
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Statements are separated
S tate entS by a semi-colon: “;".
III e OT DY the equivalent “->"

* The body of a process consists of a sequence of statements.

A statement is either
= executable: the statement can
be executed immediately. dexecgtab'eigbdl‘eg |
) epends on the globa
= blocked: the statement cannot state of the system.

be executed.

* An assignment is always executable.

* An expression is also a statement; it is executable if it

evaluates to non-zero.
always executable

2 <3
x < 27 only executable if value of x is smaller 27
3+ x executable if x is not equal to -3
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Statements

* assert (<expr>) ;
= The assert-statement is always executable.

s [f <expr> evaluates to zero, SPIN will exit with an error, as
the <expr> “has been violated”.

= The assert-statement is often used within Promela models,
to check whether certain properties are valid in a state.

proctype monitor() {
assert(n <= 3);
} T—  We will later see that this is not the

preferred way to check for invariance.
proctype receiver() {

byte msg;
-t-o-Receiver ? msg;
assert(msg !'= ERROR) ;
: .
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Mutual Exclusion

* Mutual Exclusion is a safety property among processes:

Two processes may not interleave certain (sub-)
sequences of instructions (i.e. the critical section).

Instead, one sequence must be completed before the other
commences.

* Properties to be satisfied:

= at most one process can be in the critical section
at the same time;

= no deadlocks
= no halting in the critical section
= no starvation of one of the processes

* Java has a special construct to protect critical sections:
= synchronized

Verified Software Systems 8




Mutual Exclusion WRONG

models:
while (flag == 1) /* wait */;

Problem: assertion violation!
Both processes can pass the
flag !'= 1 “at the same time”,
i.e. before flagis setto 1.

starts two instances of process p
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Mutual Exclusion

Either B does not
yet want to enter, or
A was here first.

Can be generalised
o a single process.

Dekker [1962]
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M |= (P = deadlocks
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I most important
mportant constructs Promela constructs
—1 are either executable or blocked ~—
( assignment ------ always executable
expression —------ executable if non-zero (i.e., true)
six basic send (ch!) ----- executable if channel ch is not full
statements* receive (ch?) --- executable if channel ch is not empty
assert (<expr=) -- always executable
printf -------- always executable
.
expression [ SKip —————---- always executable (equivalent to 1 or true)
statements | timeout --—-—-—-—- variable, frue if no other statement is executable
iE =e=essssss==s executable if at least one guard is executable
I executable if at least one guard is executable
ctatements | atomic{ ... }----- executable if first statement is executable
€l GEF] ol === executable if first statement is executable
confrol-flow ] 90E@ ==========- jump to label specifiers like * ;" and “->",
specifiers | break —-—--—-—---- exit do-statement  also only specify control-flow
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IF Statement

if

: choice; -> stat, ;; stat; ,; stat; ;; ..
:: choice; -> stat, ;; stat; ;; stat; 3; ..
:: choice, —-> stat, ,; stat, ,; stat  ;; ..
fi;

* [f there is at least one choice; (guard) executable, the i f-statement is
executable and SPIN non-deterministically chooses one of the executable
choices.

* If no choice; is executable, the i £-statement is blocked.

* The operator “~>" is equivalent to “;”. By convention, it is used within i £-
statements to separate the guards from the statements that follow the guards.
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Do Statement

do
:: choice; -> stat; ;; stat; ,; stat; 3; ..
:: choice, -> stat, ;; stat, ,; stat,; ;; ..

:: choice, -> stat, ,; stat, ,; stat, ;; ..
od;

* With respect to the choices, a do-statement behaves in
the same way as an i f-statement.

* However, instead of ending the statement at the end of the
chosen list of statements, a do-statement repeats the
choice selection.

* The (always executable) break statement exits a do-loop
statement and transfers control to the end of the loop.
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Example

if- and do-statements are
ordinary Promela statements;
so they can be nested.

* Example — modelling a traffic light

mtype = { RED, YELLOW, GREEN } ;

¥

mtype (message type) models enumerations in Promela

active proctype TrafficLight() {
mtype state = GREEN;

do

o (state == GREEN) -> state = YELLOW;

385 (state == YELLOW) -> state = RED;

== (state == RED) -> state = GREEN;

od; : i
} Note: this do-loop does not contain

any non-deterministic choice.
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Communication 1

= .
Sender Receiver

s2r1MSG
s2r?MsG
r2s | ACK
r2s?ACK
proctype Bender { I Eﬁenc!i‘_'g proctype Beceiver {
-- - ? IS recenving
=FeIHSG; . =2rTHEG; ...
2s7ACK; . 2= !ACK; ...

} ]
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Communication

* Communication between processes is via channels:
= message passing
= rendez-vous synchronisation (handshake)

.~  alsocalled:
*» Both are defined as channels: queus or buffer

chan <name> = [<cap>] of {<t>,<t,>, .. <t >};
- -

name of ~ -
type of the elements that will be
the channel transmitted over the channel
number of elements in the channel
cap—0 Is special case: rendez-vous
chan ch = [1] of {bit}:;
chan toR =

[2] of {mtype, bit};
[1] of {mtype, Msg};

array of channels

chan line[2]
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Communication

* channel = FIFO-buffer (for cap>0)

I sending - putting a message into a channel

ch ! <expr,>, <expr,>, .. <exXpr, >,

» The values of <expr,> should correspond with the types of the
channel declaration.

» A send-statement is executable if the channel is not full.

? receiving - getting a message out of a channel

wvars + CB ? <var;>, <var,>, .. <var.>; message passing

<const>  * If the channel is not empty, the message is fetched from the channel
can be and the individual parts of the message are stored into the <var_>s.
iz ch ? <const,>, <const,>, .. <const >; mMessage lesting

» If the channel is not empty and the message at the front of the
channel evaluates to the individual <const, >, the statement is
executable and the message is removed from the channel.

ch!2,27 ch?x,y ch?2,=z ch?2,2 — il be blocked
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Communication

This is the only construct in Promela
where two processes perform statements

* Rendez-vous communication -
at the same time (more or less).

<cap> ==
The number of elements in the channel is now zero.

= |f send ch'! is enabled and if there is a corresponding
receive ch? that can be executed simultaneously and the
constants match, then both statements are enabled.

= Both statements will “handshake” and together
take the transition.

* Example:
chan ch = [0] of {bit, byte};
= P wants to do ch ! 1, 347
= Qwanistfodo «c¢h ? 1, x
= Then after the communication, x will have the value 10.
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Atomic

atomic { stat,;; stat,; ... stat, }

= can be used to group statements into an atomic sequence;
all statements are executed in a single step
(no interleaving with statements of other processes)

= s executable if stat, is executable

= jfa stat; (with i>1) is blocked, the “atomicity token” is
(temporarily) lost and other processes may do a step

* (Hardware) solution to the mutual exclusion problem:

proctype P(bit i) {
atomic {flag !'= 1; flag = 1; }
mutex++;
mutex--;
flag = 0;

Verified Software Systems 20




Process automaton

* Every promela proctype defines a finite state
automaton, (S, s0, L, T, F), where
= S s a setof states
= s0 js the initial state, s0E S

= | s a finite set of labels
= T s asetoftransitions, TCSxLxS J
= F s a setof final states, FC S
Alabel I € L is one of the
six basic statements:
Other Promela statements * assignment
serve to specify possible S
flow of control, i.e. the " s
transition relation T. * send (1)
* receive (?)
* expression
Verified Software Systems 21
Automaton e
D (x> y) —-> x = x-y; goto L

- 1: (x == y) —> assertix — ¥);
£
printf ("god = %d\n", x)

assert Automata can also be
viewed within Xspin
@ {see “Run” menu).
printf

To generate automaton:

spin —a —o3 god.pr
Each process has \ @ gee —o pan pan.c

an implicit -end- pan -d :
-03 is to disable
statement merging

transition in which —end-
the process dies... i
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Interleaving semantic

* Promela processes execute concurrently.
* Non-deterministic scheduling of the processes.

* Processes are interleaved (statements of different processes
do not occur at the same time).

= exception: rendez-vous communication.

+ All statements are atomic; each statement is executed without
interleaving with other processes.

* Each process may have several different possible actions
enabled at each point of execution.

= only one choice is made, non-deterministically.
randomby
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Simulation algorithm

deadlock = allBlocked

while (I error & | allBlocked) do
ActionList menu = getCurrentExecutableActions();
allBlocked = (menu_size() == 0);
if (I allBlocked)
Action act = menu.chooseRandom();
error = act.execute(), interactive simulation:
fi act is chosen by the user

od  actis executed and the
system enters a new state

-

Visit all processes and collect
all executable actions .

® act @
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Verification Algorithm

* SPIN uses a depth first search algorithm (DFS) to generate
and explore the complete state space.

procedure dfs(s: state)

if error(s) then report error fi
add s to Statespace ~» siates are stored in hash table

Only works foreach successort of s do_- state matching
for safety

€ if t not in Statespace then dfs(t)
properties. d
o

the old states s are kept on the dfs-stack, which
end dfs  comesponds with a complete execution path

* Note that statespace construction and error checking happen

at the same time: SPIN is an on-the-fly model checker.
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Verification
=]
" J J
Y 4
interleaving -
product
translation
language L
Buchi intersection Bachi a:rgi:-g;s
Automaton X Automaton
never claim
The intersection X should be empty. If non-empty,
Spin searches for a reachable accepting state in
the intersection that is reachable from itself. This
is implemented by a nested DFS procedure.
See [Holzmann 1996 et. al. — DFS] for details. ~~ Based on

[Vardi & Wolper 1986].
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State explosion problem

Sequential programs

e The # states of a program graph is:
| #program locations | - H | dom(x) |
variable x

=- number of states grows exponentially in the numbgr of program variables
— N variables with % possible values each yields k* states
— this is called the state explosion problem

e A program with 10 locations, 3 bools, 5 integers (in range 0...9):

10-2%-10° = 800,000 states
e Adding a single 50-positions bit-array yields 800, 000-2°" states
Verified Software Systems 27

State explosion

Concurrent programs

o The # states of P = P, | ... | P, is maximally:

#states of P, x ... x #states of P,

= # states grows exponentially with the number of components
o The composition of V components of size k each yields i states

e This is called the state-space explosion problem
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Optimizations

* SPIN has several optimisation algorithms to make verification runs more
effective:

partial order reduction

idea: if in some global state, a process P can execute only “focal”
stafements, then all other processes may be deferred until later

bitstate hashing (approximate)

instead of storing each state explicifly, only one bit of memory is used to
store a reachable stafe

hash compaction (approximate)

state vector compression (“zipping the individual states”)

minimized automaton encoding of states (much like a BDD)

dataflow analysis: dead variable analysis, statement merging

slicing algorithm (“give hints of what can be thrown away”)
SPIN's power (and popularity) is partly based on
these (default) optimisation/reduction algorithms.
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Partial Order Reduction

Software model checking is prone to state explosion

Two main causes

input nondeterminism

scheduling nondeterminism

o Example:
Thread 1 Thread 2 Thread n
x1l =1 x2 =1 LI xn =1
stop stop stop
= naive model checking: n! interleavings, 2" states
o Partial-order reduction

explores subset of the state space, without sacrificing
soundness
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Partial order reduction

B}/\JW @/C
O O O
e e e

;klﬁly\jwﬁ /[31\_/' v a2
A 4

Figure 8.2: Parallel execution (a1 ag) ||| (B1; B2).

Verified Software Systems 31

State Representation - Compression

o Global variables
o Processes and local variables
o Queues

VT

Global Variables Processes Queues
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Compression

o Each transition changes only a small part of
the state

o Assign a code to each element dynamically

o Encoded states + basic elements use
considerably less spaces than the
uncompressed states
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Compression
=01 xF;% XPO1 ?1(})

Qo
{1}
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Compression
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Bit State hashing

* Bit-state hashing [Holzmann 1998 — Bitstate hashing]
= instead of storing each state explicitly, only one bit of

memory is used to store a reachable state

= given a state, a hash function is used to compute the

address of the bit in the hash table
= no collision detection

» hash factor = # available bits / # reached states

» aim for hash factor > 100

. Hash-compaction [Holzmann 1998 — Biistate hashing]

= |arge hash table: 264

= store address in regular (smaller) hash table

= with collision detection

Verified Software Systems
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Example

« Bit-state hashing

cont. olo The hash table only
(cont) 1 / holds bits: 0 or 1.
0
14
1
0 If hash(s) = n and h[n] == 1,
0 SPIN concludes that s has
n @ 0] already been visited.
0
1
0
0
[T + states are not stored explicitly
0 + lookup is fast due to hash function
h-141 + memory needed: hash table (only)
hash table
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NuSMV

What is NuSMV?

@ Jointly developed at
o Center for Scientific and Technological Research (ITC-IRST,

Trento, Italy),
o Carnegie Mellon University (Pittsburgh, USA).

o Model Checker for LTL and CTL.

@ Supports Bounded Model Checking as well as Symbolic Model
Checking.

@ Verification of finite state systems described via Kripke structures.

@ Modular approach: supports reusability.

@ Specification of synchronous and asynchronous programs.
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NuSMV

Differences between SPIN and NuSMV

Verification

System description

High Level language
PROMELA (C-like)

assertions, LTL,
fairness, invariants

Property SPIN NuSMV
Technology explicit state symbolic
Temporal Logic LTL LTL, CTL

Description of
transition system

LTL, CTL,

fairness, invariants
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NuSMV

Why use NuSMV?

@ Additionally supports CTL.

@ Symbolic as well as bounded model checking possible: tackles state
explosion problem.

@ Closer to system, more concrete system description.

| \

Why use SPIN?
@ High level modelling language: supports embedded C code.
@ Supports use of assertions.
@ Easier to understand, easier to specify.

@ Closer to programming language, more abstract system description.

>
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Example

Simple Example

MODULE main
VAR
request : boolean;
state : | ready, busy } ;
ASSIGN
init(state)
next(state)
case
state = ready & request: busy ;
1 ¢ { ready, busy } ;

ready ;

esac;

i \

@ One module has to be named main, additional modules possible.

@ Modules may use parameters.
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Example

Simple Example

MODULE main
VAR
request : boolean;
state : { ready, busy } ;
ASSIGN
init(state) := ready ;
next(state) :=
case
state = ready & request: busy ;
1 ¢ { ready, busy } ;
esac; |
@ Declaration of state variables.
@ Only finite data types.
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Example

Simple Example

MODULE main
VAR
request : boolean;
state : { ready, busy } ;
ASSIGN
init(state) := ready ;
next(state) :=
case
state = ready & request: busy ;
1 : { ready, busy } ;
esac; )
@ Set of initial states possible!
@ Initially, state = ready, request unspecified!
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Example
MODULE main
VAR
request : boolean;
state : { ready, busy } ;
ASSIGN
init(state) := ready ;
next(state) :=
case
state = ready & request: busy ;
1 : { ready, busy } ;
esac;

Transition Relation

| \

@ Again: set of successor states possible.

@ No constraints on request at all!

\
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Synchronous vs. Asynchronous Systems

Synchronous Systems
@ One MAIN module, possibly referring to other modules
@ All modules run in parallel

@ Assignments executed simultaneously.

| \

Asynchronous Systems
@ For asynchronous systems: use processes.

@ Actions are interleaved.

@ Only one process is running at a time.
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Verification

NuSMV and LTL

@ NuSMV allows specifications in LTL and CTL.

o Use
LTLSPEC < LTL specification >
SPEC < CTL specification >
in your code.

@ We concentrate on LTL.

I Y

MODULE main
VAR
gatel : inverter(gate2.output);
gate2 : inverter(gatel.output);
LTLSPEC

(G F gatel.output & G F !gatel.output)

5
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Extended LT

¢ O p(read "once p "), stating that a certain condition p holds in one of the past time
mstants;

¢ H p (read "historically p ). stating that a certain condition p holds in all previous
time instants;

¢ p S q(read "p since g 7). stating that condition p holds since a previous state
where condition ¢ holds:

o ¥ p(read "yesterday p ”), stating that condition p holds in the previous time instant.

Past temporal operators can be combined with future temporal operators, and allow for the
compact characterization of complex properties.

A detailed description of the syntax of LTL formulas can be found in the NuSMV 2.3
User Manval.
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Symbolic Model Checking

o State Space Explosion Problem

o Reduce memory requirement by utilizing compact
representations of states/transitions
m Boolean formulas represent sets and relations
» Use fixed point characterizations of CTL operators
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OBDD

a

0 |
b/\b
0/\1 0/\1 —_—
A AN A \

0 0 0 0011
Figure 1. oBDD representatlon for aA((bVe
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Representation for States

o States as Boolean Formulas

= 2™ states encoded by m proposition variables

= State - conjunction of proposition or negative proposition

= Set of States — conjunction of state (encoding) formula
Example: m = 2, S={s,,S,,53,54}

= Proposition Variables {a, b}

= S={00, 01, 10, 11}={—ar—b, —a b, ar—b, arb}

[ {S1 ,52}={00, 01 }=(—|a/\—|b)\/(—|a/\b)
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Representation for Transitions

o Transitions as Boolean Formulas
= (s, s’) encoded by two sets of proposition variables
= Transition — conjunction of s and s’

= Set of Transitions — conjunction of transition
(encoding) formula

Example
(84,53) = (1 1, 10) = arbaa’A—b’
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Symbolic Model Checking

o Atomic Propositions
= ROBDD(p) = {s | pe L(s)}
ROBDD(—p) = reversion of ROBDD(p)
ROBDD(p*q) = ROBDD (p)*ROBDD(q)

= *iSAOrv

o ROBDD(EXp(v)) = av:[p(V)AR(v, V)]
(E(pUQq)) = uZ.[qv(pAEX Z)] — least fixpoint
(EGp) = vZ.[pAEX Z] — greatest fixpoint
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Example — greatest fixpoint

p P P I
51/51 s3 s4
Eg s6 s7 s8
9 P P P

e To check: EGp
e Compute: vZ.p AN EX Z (with Gfp)

Zy = True
= {s1, 82,83, 54, S5, 86, S7, S5 |
Zy = prhEXZ,
= {s1,89, 83, 86, S7. S8}
Zy = prEXZ;
= {s1,80.83,87}
Zy = pAEXZ,

= {s1,52, 83,87}

Zo = Z3, so this is the greatest fixed point.
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P P P r
51/4%\ s3 hst
S, 56 s7 (LSS
q P P P
e To check: EpUyg
o Compute: pZ.qV (p NEX Z) (with Lfp)
Zy = False = 0
Zy = qv(prnEXZy) = {s5}
Zy = gV (prEXZ)) = {s5,s6}
Zy = gV (pnEXZy) = {s5,s6, 87}
Zy = qV(phEXZ;) = {sg,85.9, 87}
Zy = qV(prEXZy) = {s1,s9.53, 85, 5,57}
Ze = qV(pnrnEXZ;) = {si1,82.53,55, 56,57}
Zs = Zg, so this is the |east fixed point.
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Notes

o ROBDDs have pushed the limit of model
checking from hundreds of variables to

thousands.

o ROBDDs are sensitive to variable ordering

(NP hard to find good ordering).

o ROBDDs can have exponential space
requirements in worst case.

= Combining N Counters with all possible
transitions = Reachability has to create N

BDDs before it stabilizes.

Verified Software Systems

55

Other Approaches

o Prove(r) based system
. KeY
o Timed Automata
= UPPAAL
= HyTech
= Kronos

Verified Software Systems
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KeY Project

o Java Card as target language

@ Integration with two standard SWE tools:
e Borland Together, a commercial CASE tool
o Eclipse, an open extensible IDE

o Specification languages

o ML
o UML/OCL

@ Dynamic logic as program logic
@ Verification = symbolic execution + induction
@ Sequent style calculus + meta variables + incremental closure

o Interactive/automated prover with advanced Ul
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Key Architecture

English UML/OCL JML Logic
: Taclets
Borland Eclipse
Together CT IDE
OCL/NL [ [ ] ML

Tool <—>‘ KeY Plugin ‘ ‘ KeY Plugin ‘ Browser

0CL/DL JML/DL

Translation Translation

Synthesis of Proof Obligations

Rule Base
KeY Prover ‘ — E;g
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Logic

@ Basis: Typed first-order predicate logic

@ Modal operators (p) and [p] for each (Java Card) program p
@ Class definitions in background (not shown in formulas)

@ Operators refer to the final state of p

e [plF: If pterminates, then F holds in the final state
(partial correctness)

@ <p>F: pterminates and F holds in the final state
(total correctness)

Java Card DL formulas contain unaltered Java Card source code

S—

Verified Software Systems 59

Timed Automata

Clocks: x

Lusrd
Boalean combination of comp with
integer bounds

s o Resat
i e Action perfomed on clocks
% State
{Jocatianr, x=v, p=u) wheevuaeinR
x:=0 Transitions
(n, x=24,p=321415) —=2
{m, x=0, p=3.1415 )
6" (1
Y (1, x=2.4 , p=3.1415 ) -

(#, x=35, p=4.2415 )
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Timed Automata

Vg Clocks: x y
/ X<=3

: Tramsitions
X€=5 & >3 &(33)
Location (m, x=2.4, p=2.1415 )

Invariants a
(n, x=24, p=3.1415 ) —EEL
(n, x=35, p=4.2415 )

Invariants insure progressit
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Notes

o UPPAAL allows for modeling time but is still
based on CTL. Main drawbacks as for all
explicit state model checkers. Integration
with UML State charts was done.

o Kronos supports TCTL and therefore
integrates time explicitly into logical
properties/expressions.

o HyTech support linear hybrid automata. Has
its own Logic. Allows the user to build
himself a symbolic model checking
computation.
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Summary

o Motivation for Verification of Software
= Software may be faulty -> ERROR

= Spec is not complete ->unintended
behaviors

= In critical systems (Avionic, Medicine, ...)
errors have dangerous consequences (death,
loosing huge amount of money,...).

o Verification of real systems
s Hard to do but would be the best solution

= Some approaches try to verify some
important properties
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Foundations for Verifying Systems

o Learned

= Propositional Logic and Predicate Logic
o Well Formed Formula
o Semantics
o Proof

s CTL, LTL to include time aspects

o Discussed systems with logical extensions
= Alloy
= TLA
= SPIN
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Approaches of Checking

o Transitions Systems form the base of most
of the Checking approaches

o Explicit State checkers have to deal with the
state explosion problem
= Partial Order, State Compression, ...

o Proof based checking can not be done fully
automatic for a large set of models (only

semi-automatic). Huge experience in how to
write proofs (when, what rules to apply).
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Notes

o Verification can help to increase the quality
of specification and to check their
“correctness” in terms of some properties.

o Verification can reduce the amount of
testing for the target system

o Verification can also generate important
Tests automatically (not discussed in WS).
See “Software Reliability Methods, Doron
A. Peled, Springer”
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This 1s the end

o Hope you learned the fundamentals for
specifying your Software Systems.

o Exam on 25.3.09.
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