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Documentation
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Promela
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Promela Model
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Process
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Statements
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Statements
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Mutual Exclusion
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Mutual Exclusion WRONG
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Mutual Exclusion
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XSPIN
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Important constructs
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IF Statement
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Do Statement
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Example
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Communication 1
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Communication
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Communication
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Communication
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Atomic
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Process automaton
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Automaton
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Interleaving semantic
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Simulation algorithm



13

Verified Software Systems 25

Verification Algorithm
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Verification
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State explosion problem
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State explosion
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Optimizations
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� Software model checking is prone to state explosion

� Two main causes

� input nondeterminism

� scheduling nondeterminism

� Example:

� naive model checking:  n! interleavings, 2n states

� Partial-order reduction 

� explores subset of the state space, without sacrificing 
soundness

Partial Order Reduction

Thread 1

x1 := 1
stop

Thread n

xn := 1
stop

Thread 2

x2 := 1
stop

. . .
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Partial order reduction
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State Representation - Compression

� Global variables

� Processes and local variables

� Queues

Global Variables Processes Queues
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Compression

� Each transition changes only a small part of 
the state

� Assign a code to each element dynamically

� Encoded states + basic elements use 
considerably less spaces than the 
uncompressed states
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Compression
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Bit State hashing
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Example
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NuSMV
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NuSMV
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NuSMV
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Example
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Example
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Example
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Example
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Synchronous vs. Asynchronous Systems
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Verification
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Extended LTL
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Symbolic Model Checking

� State Space Explosion Problem

� Reduce memory requirement by utilizing compact 
representations of states/transitions

� Boolean formulas represent sets and relations

� Use fixed point characterizations of CTL operators



25

Verified Software Systems 49

OBDD
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Representation for States

� States as Boolean Formulas

� 2m states encoded by m proposition variables

� State - conjunction of proposition or negative proposition

� Set of States – conjunction of state (encoding) formula

Example: m = 2, S={s1,s2,s3,s4}

� Proposition Variables {a, b}

� S={00, 01, 10, 11}={¬a∧¬b, ¬a∧ b, a∧¬b, a∧b}

� {s1,s2}={00, 01}=(¬a∧¬b)∨(¬a∧b)
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Representation for Transitions

� Transitions as Boolean Formulas

� (s, s’) encoded by two sets of proposition variables

� Transition – conjunction of s and s’

� Set of Transitions – conjunction of transition 
(encoding) formula

Example

(s4,s3) = (11, 10) = a∧b∧a’∧¬b’
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Symbolic Model Checking

� Atomic Propositions

� ROBDD(p) = {s | p∈L(s)}

� ROBDD(¬p) = reversion of ROBDD(p)

� ROBDD(p∗q) = ROBDD (p)∗ROBDD(q)

� ∗ is ∧ or ∨

� ROBDD(EXp(v)) = ∃v’:[p(v’)∧R(v, v’)]

� (E(pUq)) = µZ.[q∨(p∧EX Z)] – least fixpoint

� (EGp) = νZ.[p∧EX Z] – greatest fixpoint
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Example – greatest fixpoint
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Example – least fixpoint
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Notes

� ROBDDs have pushed the limit of model 
checking from hundreds of variables to 
thousands.

� ROBDDs are sensitive to variable ordering 
(NP hard to find good ordering).

� ROBDDs can have exponential space 
requirements in worst case.

� Combining N Counters with all possible 
transitions � Reachability has to create N 
BDDs before it stabilizes. 
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Other Approaches

� Prove(r) based system 

� KeY

� Timed Automata 

� UPPAAL

� HyTech

� Kronos
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KeY Project
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Key Architecture
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Logic
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Timed Automata
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Timed Automata
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Notes

� UPPAAL allows for modeling time but is still 
based on CTL. Main drawbacks as for all 
explicit state model checkers. Integration 
with UML State charts was done.

� Kronos supports TCTL and therefore 
integrates time explicitly into logical 
properties/expressions.

� HyTech support linear hybrid automata. Has 
its own Logic. Allows the user to build 
himself a symbolic model checking 
computation.



32

Verified Software Systems 63

Summary

� Motivation for Verification of Software

� Software may be faulty -> ERROR

� Spec is not complete ->unintended 
behaviors

� In critical systems (Avionic, Medicine, …) 
errors have dangerous consequences (death, 

loosing huge amount of money,…).

� Verification of real systems

� Hard to do but would be the best solution

� Some approaches try to verify some 
important properties
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Foundations for Verifying Systems

� Learned

� Propositional Logic and Predicate Logic

� Well Formed Formula

� Semantics 

� Proof

� CTL, LTL to include time aspects

� Discussed systems with logical extensions

� Alloy  

� TLA

� SPIN
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Approaches of Checking

� Transitions Systems form the base of most 
of the Checking approaches

� Explicit State checkers have to deal with the 
state explosion problem

� Partial Order, State Compression, …

� Proof based checking can not be done fully 
automatic for a large set of models (only 
semi-automatic). Huge experience in how to 
write proofs (when, what rules to apply).
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Notes

� Verification can help to increase the quality 
of specification and to check their 
“correctness” in terms of some properties.

� Verification can reduce the amount of 
testing for the target system

� Verification can also generate important 
Tests automatically (not discussed in WS).
See “Software Reliability Methods, Doron 
A. Peled, Springer”
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This is the end

� Hope you learned the fundamentals for

specifying youryour Software Systems.

� Exam on 25.3.09.


